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Cobham Technical Services ïERA Technology

Built on a solid technical heritage

ÅOver 85 years experience of delivering technology solutions to governments 
and blue chip companies

ÅWorld -class engineers:

ï73% with university degrees

ï53% with post -graduate qualifications

ÅBased across three UK locations

ïLeatherhead, Surrey

ïKidlington, Oxfordshire

ïAbingdon, Oxfordshire

ÅCertified to BS EN ISO 9001: 2000, including TickIT 
(Leatherhead and Abingdon)

FM 1303

Leatherhead, UK

Kidlington, UK

Abingdon, UK
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Cobham Organisational Structure
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EMC Market Sectors



Cobham Technical Services ïERA Technology

Electromagnetic Compatibility

Å EM management plans provide risk assessment and best 
practice guidance for complex EM environments

Å EM measurements, investigations and testing over the 
entire frequency range between
20 Hz and 40 GHz

Å EM modelling to predict the risks to electronic 
equipment, human health and explosive environments, 
from a range of EM threats 

Å UK Government (BIS) accredited EMC Notified Body

Å Ofcom outsourced research and measurement resource

http://www.ofcom.org.uk/media/news/2006/03/nr_20060316
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EMC is a legal requirement

EMC Directive 2004/108/EC
UK Statutory Instrument 3418
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Equipment compliance: (Regulation 15)

Equipment used in installations shall:

ÅHave information on how it is to be installed and maintained in the 
installation .

ÅHave information on how the equipment is to be operated in the installation

ÅHave a Declaration of Conformity with the UK Regulations or how it meets 
the regulations if the equipment is specific to the installation
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Installation compliance: (Regulations 5 and 35)

that installation Designers and Operators:

Åmeet the protection requirements of the Directive by

ïthe provision of EMC assurance evidence and that the installations EM characteristics have 
been identified

ïprovide documentation for the precautions to be taken so the installations conformity is 
not compromised by future refurbishments.

Åhave a responsible person identified for the design and taking into service 
of the installation

Åhave applied and documented good engineering practices
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Specify the EMC environment (Regulation 4)

Systems

Stand -by 
generator

HV + LV 
switch UPS

Railway

The 
neighbourhood

Air Handling Unit

Fire and 
Security

Transmitters
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Where you will come across EMC 
Regulations and Requirements
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Railway Built Environment

ÅNetwork Rail and LU have 
EMI requirements
that must be met.

ÅEmissions covered by 
RC1500 and LU standard   
I -222

ÅCompliance must be 
demonstrated through 
design and construction 
phases.
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Airports

ÅComplex EMI environment

ÅRequired to meet EMI industrial equipment requirements, Rail and 
LU requirements, non -ionizing radiation limits.

ÅRequired to meet CAA compliance to ensure safe operation of the 
airport during construction.
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Built Environment, e.g. Hospitals

ÅHTM 06 -01 Electrical services supply and distribution includes need to 
meet EMC requirements.

ÅEMF Directive 2004/40/EC applies particularly in MRI suites and 
diathermy.  Protection of the general public, i.e. patients, and workers

ÅMedical Research Centre specification for use of collocated NMR and 
Electron Microscopes
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Data Centres

ÅResilient operation required

ÅDensity of cabling and systems

ÅSubstation interference to main 
communication rooms

ÅScreening requirements 
between plant room and 
communication rooms

ÅSystem -to -system risk 
assessments
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Client requirements
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ÅA history of interference 
to sensitive systems

ÅDesign and construction 
solutions required to meet 
tight limits

ÅVery cost conscious due to 
previous experience of 
blanket solutions
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Planning Authorities

ÅRequired to make an Environmental Impact Assessment statement
for Tall buildings

ÅWill need statement regarding impact on TV reception on areas in TV and 
radio shadow .
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Building Regulations, Wiring Regulations

Building Regulations
SI 2531

Regulation 7 Part P, Electrical Safety
(Refers to)

Electricity at Work Act
1989

BS7671 Wiring Regulations

(Refers to)

Requires sign off by a
Competent  Person

EMC compliance to be met as part of 
Building Regulations in addition to the
EMC regulations SI 3418

(hence)

HD60364-4-444 EMC 
requirements
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Standards that contain EMC/EMF requirements

ÅHTM 06-01, section 11

ÅCIBSE Guide K, section 10

ÅIET 17th Edition wiring regulations, EMC addendum applicable from 2011

ÅHD60364-4-444 based on IEC60364-4-44-444.  Applicable for electrical 
contractors

ÅEN50174-2.  Applicable for telecommunication installation contractors

ÅEMF Directive 2004/40/EC
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Medical (MRI)

Frequency Action 
value, 

magnetic 
flux density

Estimated 
exposure

0Hz (static 
magnetic field)

0.2T 3T (clinical)

7T (research)

500Hz (magnetic 
field gradient)

50uT 2,000uT

(to head)

10-400 MHz 
(radiofrequency)

SAR 0.4 
Wkg-1

< 0.4 Wkg -1
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Project requirements - Summary

ÅWide variety of different requirements ï
per sector

ÅNeed to meet regulations

ÅImplement early in RIBA stages to 
prevent project delays

ÅSpecific to meet Clientôs Brief
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Why meet EMC compliance in projects
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Legal requirement - EMC Directive

ÅInstallations are legally required to comply with UK law

ÅMust provide EMC conformance evidence for installations

ÅUK legislation (SI 3418) applied since 1996, and revised requirements 
applicable to installations from July 2007
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Contractual project requirements

Design Consultant 
complies by:

Constructor follows 
design 

Owner/Operator takes 
into service 

Owner/Operator/Developer  
sets building brief 

Sets the broad EMC requirements

Sets building performance criteria

Meets the project brief for EMC

Applies EMC engineering techniques

Performs risk assessments studies

Produces EMC Assurance Evidence File

Risk assessments for variations

System procurement & compliance review

Adds to EMC Assurance Evidence File 
stating the design has been met 

Holds EMC Assurance Evidence File

Manages EMC for the life of the building



Cobham Technical Services ïERA Technology

Controlling cost

ÅAvoid project delays and re -works 

ïPenalties

ÅEfficient planning for EMC

ïAvoid post-construction fixes

ïStructured, integrated project EMC

ïStage/Phase considerations

ÅMaintain operational continuity

ïReduce the risk of malfunction

ïReduce troubleshooting 

V

Project
cost

No

V
Lo

V
Hi
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Examples of poor EMC planning

Cause Cost to correct

£k

TV reflections from building cladding 400

Litigation from poor building attenuation advice 500

Litigation for poor design of systems in an automated 
building

15000
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EMC aspect of a successful project

ÅProject complies:

Legally

Contractually

Financially

Operationally
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EMC Effects



Cobham Technical Services ïERA Technology

EMC Effects

Other systems

Data systems

Stand -by 
generator

HV + LV 
switch UPS

Radio Tx

Railway

Air Handling Unit

Fire and 
Security

Radar

The 
neighbourhood
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System Interaction with the EM Environment
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EMC Effects: Interference from Environment

Other systems

Data systems

Stand -by 
generator

HV + LV 
switch UPS

Radio Tx

Railway

Air Handling Unit

Fire and 
Security

Radar

Shielding
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EMC Effects: Interference from Environment

Other systems

Data systems

Stand -by 
generator

UPS

Radio Tx

Railway

Air Handling Unit

Fire and 
Security

Radar

Cable coupling

HV + LV 
switch
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EMC Effects: Interference from Environment

Other systems

Data systems

Stand -by 
generator

HV + LV 
switch UPS

Radio Tx

Railway

Air Handling Unit

Fire and 
Security

Radar

Direct radiation
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EMC Effects: Internal EMC Effects

Other systems

Data systems

Stand -by 
generator

HV + LV 
switch

UPS

Air Handling Unit

Fire and 
Security

Cable - to -cable 
coupling

Interference 
induced on 

cables
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EMC Effects: Internal EMC Effects

Other systems

Data systems

Stand -by 
generator

HV + LV 
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UPS
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Fire and 
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from cables

Equipment
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EMC Effects: Internal EMC Effects

Other systems

Data systems

Stand -by 
generator

HV + LV 
switch

UPS

Air Handling Unit

Fire and 
Security

Internal 
radio 

transmitters
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EMC Effects: Effect on external environment

Other systems

Data systems

Stand -by 
generator

HV + LV 
switch UPS

The 
neighbourhood

Air Handling Unit

Fire and 
Security

The 
neighbourhood
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Techniques for managing EMC
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EMC Management Planning

Management Plan
- Project scope, structure, roles & responsibilities

- EMC Requirements

- Environment

- Systems review

- Zoning

- Initial risk assessment

Control Plan
- Generic design guidance

- Detailed studies

- Updated risk assessment

- Specific design guidance and recommendations

- Procurement advice

- Audit declarations of conformity

- Audit subcontractor populated control plans

Assurance Evidence File
- Documentation of all evidence
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EMC Management Planning

Management Plan
- Project scope, structure, roles & responsibilities

- EMC Requirements

- Environment

- Systems review

- Zoning

- Initial risk assessment

Control Plan
- Generic design guidance

- Detailed studies

- Updated risk assessment

- Specific design guidance and recommendations

- Procurement advice

- Audit declarations of conformity 

- Audit subcontractor populated control plans

Assurance Evidence File
- Documentation of all evidence

ÅContractually agreed roles

ÅJust M&E/Other

ÅSystems (Comms, BME, etc)

ÅBoundaries/Interfaces 
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EMC Management Planning

Management Plan
- Project scope, structure, roles & responsibilities

- EMC Requirements

- Environment

- Systems review

- Zoning

- Initial risk assessment

ÅThreat Assessment 

ÅEMC Surveys

ÅModelling

Control Plan
- Generic design guidance

- Detailed studies

- Updated risk assessment

- Specific design guidance and recommendations

- Procurement advice

- Audit declarations of conformity

- Audit subcontractor populated control plans

Assurance Evidence File
- Documentation of all evidence



Cobham Technical Services ïERA Technology

Environment: EMC Survey

ÅGreenfield site

ÅBrownfield site

ÅPre - and post -construction

ÅSources

ïMobile phone base station

ïCommunications

ïPower lines

ïRF heating devices

ïBroadcast transmitters

ïAirport radar
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Low frequency magnetic fields 
from railway

High frequency 
radar fields

Mobile base 
stations

Environment: EMC Modelling
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EMC Management Planning

Management Plan
- Project scope, structure, roles & responsibilities

- EMC Requirements

- Environment

- Systems review

- Zoning

- Initial risk assessment

ÅType of equipment

ÅEnvironments

ÅStandards

Control Plan
- Generic design guidance

- Detailed studies

- Updated risk assessment

- Specific design guidance and recommendations

- Procurement advice

- Audit declarations of conformity

- Audit subcontractor populated control plans

Assurance Evidence File
- Documentation of all evidence
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Zoning

ÅZoned through usage

ÅZoned through 
criticality

ÅZoned through type of 
equipment
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EMC Management Planning

Management Plan
- Project scope, structure, roles & responsibilities

- EMC Requirements

- Environment

- Systems review

- Zoning

- Initial risk assessment
ÅThreat Environments

ÅEquipment sensitivity

ÅCoupling mechanisms

ÅInitial MitigationsControl Plan
- Generic design guidance

- Detailed studies

- Updated risk assessment

- Specific design guidance and recommendations

- Procurement advice

- Audit declarations of conformity

- Audit subcontractor populated control plans

Assurance Evidence File
- Documentation of all evidence
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Initial Risk Assessment
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EMC Management Planning

Management Plan
- Project scope, structure, roles & responsibilities

- EMC Requirements

- Environment

- Systems review

- Zoning

- Initial risk assessment

Control Plan
- Generic design guidance

- Detailed studies

- Updated risk assessment

- Specific design guidance and recommendations

- Procurement advice

- Audit declarations of conformity

- Audit subcontractor populated control plans

Assurance Evidence File
- Documentation of all evidence
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Cable separation rules
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Minimum cable separation, no containment, 
maximum 100m runs

Type of power cable Type of sensitive cable Distance (m)

HV 3 - core cable Control cable 0.9

LV 4- core cable Control cable 1.6

LV busbar Control cable 3.9

Modular wiring Control cable 0.3

HV 3 - core cable Signal cable 0.03

LV 4- core cable Signal cable 0.05

LV busbar Signal cable 0.1

Modular wiring Signal cable 0.006
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Cable and Containment selection

Purpose Cable type Containment Comment

HV power Armoured cable Acceptable

LV power (main distribution

LV power (final distribution Modular wiring Flexible conduit Potential interference 

issue to lighting 

control cables.

Comms backbone Optical fibre N/A

Comms distribution UTP in Supertube Basket

Comms final distribution UTP in Supertube Plastic conduit Must use good 

termination practices

Analogue control UTP Basket Not acceptable with 

low signal levels 

(100uV range)

Steel enclosed busbar

Armoured cables

Hangers

Tray

Acceptable

Acceptable

Acceptable

Acceptable
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Grounding Schemes

(a) Series

(b) Parallel or single point

(c) Multipoint

Common impedance

Common-impedance coupling, 
generates unwanted voltages.  

Loops induce voltages

Same earth potential. Good at 
Power and Audio Frequencies.  OK 
if loops are electrically small

Same earth potential. 
Theoretically best at HF (>10 MHz)
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Panel installation

ÅSeparate noisy and sensitive circuits

ÅSignal  and power cables in separate trunking

ÅKeep earth wires short

ÅScreens bonded to the backplane at the point of entry

ÅAvoid pigtails

ÅTrunking for different classifications of cable, power, signal etc

ÅFilters well bonded to backplane, 180 degree separation of input 
and output
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EMC Management Planning

Management Plan
- Project scope, structure, roles & responsibilities

- EMC Requirements

- Environment

- Systems review

- Zoning

- Initial risk assessment

Control Plan
- Generic design guidance

- Detailed studies

- Updated risk assessment

- Specific design guidance and recommendations

- Procurement advice

- Audit declarations of conformity

- Audit subcontractor populated control plans

Assurance Evidence File
- Documentation of all evidence
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Detailed Studies:
Emissions from risers to equipment

ÅEliminate interference to 
sensitive systems

ÅModel power source 
emissions

ÅSpecify attenuation

 

A2 B2 HV A HV B HV Gen 

External HV 

cable trench 

A1 B1 

Chiller Chiller 

Typical Transformer  

substation LV switchgear & 

UPS rooms 

Office 

Plant Floor 

Roof 

Office 

Office 

Office 

Typical vertical risers 
G 

1 

2 

3 
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Detailed Studies:
Model, mitigate, shield emissions from risers

ÅShould screening be 
used?

ÅSpecify level of 
screening to protect 
services
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Electrical plant close to recording studios 

ÅMultiple Busbars in  
adjacent corridors

ÅRisers

Å3-D model

ÅStudio Limit 0.8 A/m

ÅRe-locate busbars

ÅExclusion Zones

ÅShielding
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Computer Simulation of Internal EM Fields

Simulation of field strengths from 

internal communications systems

Comparison of measured and 

simulated fields


